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1. Open powershell
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2. Run blow command for each one site on iis after edit site name “*.aligoudarzcity.ir”

$cert = New-SelfSignedCertificate -DnsName "*.aligoudarzcity.ir" -CertStoreLocation "Cert:\LocalMachine\My" -KeyAlgorithm RSA -KeyLength 2048 -KeyExportPolicy Exportable -KeyUsage DigitalSignature, KeyEncipherment -TextExtension @("2.5.29.37={text}1.3.6.1.5.5.7.3.1") -NotAfter (Get-Date).AddYears(10) -Subject "CN=*.aligoudarzcity.ir, O=My Organization, OU=IT Department, L=City, S=State, C=US"

3. Run mmc
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4. Add snap-in
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5. Add certificates
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6. Copy and paste certificates from personal to trusted…
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7. Edit iis bindings
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8. Edit ssl 
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9. Export SSL
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Set simple password like : ssl
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10. Copy ssl file to new pc and double click on it, then choose local machine and click next
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11. Enter pass and click next
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12. Move crtificate to trusted
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13. Set local DNS on host file if not set on local network
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Copyright (c) 1993-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCE/IP for Windows.

#

#

#

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
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#
#
#
#
#

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

localhost name resolution is handled within DNS itself.

127.0.0.1 localhost
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